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What GDPR and CCPA Mean for 
Your Business and Clinical Trials

In this breakout session we will discuss:

Å How GDPR applies to you 

Å What risks are involved

Å How to mitigate them

Å How does this all affect your EU clinical trials and how CCPA will fit in the picture.



The Big Bad GDPR

ÅEU General Data Protection 
Legislation (GDPR) 

ÅOverhauls EU data protection 
legislation 

ÅOne law directly applies to all 28 
states 

ÅEffective date: May 25, 2018

ÅBig fines



DOES GDPR APPLY TO ME?



Broad Extraterritorial 
Application

GDPR applies to US companies if they:

ÅHave an establishment in the EU (broad)

ÅSet out to provide services to individuals 
residing in the EU 

OR

ÅTrack / monitor  EU individuals (cookies)

AND those services /activities

ÅInvolve processing identifiable personal 
information



éSo What Does 
That Mean For Me?

GDPR applies to MedTech companies if they 

ÅHave an EU subsidiary

ÅA representative/ employee in the EU (even 
one)

ÅConduct clinical trials at EU sites / EU trial 
subjects 

ÅSell my products to EU individuals 

ÅUse online tracking for lead generation/ 
advertising (maybe) 



I Just Have An EU 
CRO

And all my data is non -EU

ÅThat alone will not put you in scope 
for GDPR

ÅExpect a data processing 
agreement from the CRO



I Am Just A Service 
Provider

GDPR applies to your Client and so you need 
to comply 

ÅEnter into a Data Processing Agreement

ÅHave adequate protections on the data

ÅGive the client the right to object to 
subprocessors

ÅTrain and bind employees by confidentiality

ÅBe able to assist the client with access / 
deletion requests

ÅBe able to notify client of a data breach 



ABOUT THOSE EU CLINICAL TRIALS



"Where the sponsor processes personal data of data 
subjects in the EU, including in the context of managing the 
clinical trial, GDPR is fully applicable, including the 
obligation to designate a representative in the EU". 

European Commission FAQ's on the interplay between the forthcoming Clinical 

Trials Regulation (CTR) and GDPR, April 10,  2019. 



Itõs Still Personal 
Data

ÅBlinded Clinical trial subject data is 
still Personal Data 

ÅNotice / consent from the data 
subjects

ÅNo, we donôt mean the ñinformed 
consentò

ÅAgreement with the CRO

ÅAgreements with other providers 



Inform Them, And 
Get Consent

ÅNotice / consent from the data 
subjects

ÅNo, we donôt mean the ñinformed 
consentò



Agreements With 
Providers 

ÅAgreement with the CRO

ÅAgreements with other providers 



Last Call For Data 
Transfer

ÅIs the data leaving the EU? 

ÅIs it going to the US? 

ÅDo I have something to make this 
transfer ñkosherò? 

ïModel clauses? 

ïBinding corporate rules

ïEU US Privacy Shield 
certification 


